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Abstract—Binary diffing is the problem of determining whether
two binary programs originate from the same source code. Binary
diffing tools are used to identify malware, plagiarism, or code theft.
Many instances of binary diffing assume an adversarial setting,
where a malicious actor transforms binary code by changing the
compiler. Traditional diffing techniques rely on statistical similarity
analysis, often leveraging stochastic models. However, recent
studies have shown that these classifiers perform poorly in the
face of adversarial code transformations. To mitigate this scenario,
this paper introduces a new diffing technique that is resilient
against current obfuscation approaches. We propose comparing
executables by matching their library signatures (libsig). A
program’s library signature is the sequence of calls it makes
to functions outside its .text section. The proposed classifier,
LIBSIG, is faster than off-the-shelf alternatives, such as LTRACE,
and, like it, works on stripped binaries or binaries running with
address space layout randomization (ASLR) enabled. Furthermore,
in contrast to LTRACE, LIBSIG can be engineered to detect even
library calls that bypass conventional application binary interface
patterns. Our experiments on the GNU Core Utilities demonstrate
that LIBSIG remains robust against obfuscators like KHAOS and
OLLVM, as well as typical optimization patterns, outperforming
binary diffing approaches such as SAFE, BINDIFF, or ASM2VEC.

Index Terms—Library, Signature, Invocation

I. INTRODUCTION

Binary diffing is a technique used to analyze differences
between two binary executables. This is a problem with many
practical applications, some of which include, for instance, (i)
Patch Analysis: comparing patched and unpatched binaries to
understand what vulnerabilities were fixed and whether they
can be exploited [57, 160]]; (ii)) Malware Analysis: detecting the
presence of potentially modified versions of malware code [2|
36]; (iii) Software Similarity Analysis: identifying code reuse
between different binaries to detect software plagiarism or
licensing violations [[19}|58]]; (iv) Firmware Analysis: analyzing
updates in firmware to detect tampering or backdoors [37, [59].

Many techniques have been used in the implementation of
binary diffing tools. However, in recent years, there has been a
noticeable shift in approach. Traditional binary diffing methods
were primarily deterministic, relying on well-defined heuristics
and mathematical properties, such as graph isomorphism and
subgraph matching [4], and syntax- or hash-based compar-
isons [42]]. In contrast, recent approaches, such as SAFE [34],
ASM2VEC [L1], GEMINI [56], and VEXIR2VEC [31], leverage
machine learning to improve the scalability of older techniques.

Diversification Strikes Back: Despite the diverse techniques
used to build binary diffing tools, recent studies have shown that
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state-of-the-art approaches can be evaded with relative ease. In
2021, Ren et al. [43] demonstrated that simply altering optimiza-
tion sequences could reduce the precision of seven leading bi-
nary classifiers, including ASM2VEC [11] and BINSLAYER [4],
to less than 45%. Later, Zhang et al. [67]] showed that basic
source-code-level obfuscation techniques could substantially
degrade the accuracy of neural network-based binary diffing
tools, such as ASTNN [64] and TBCCD [61]. In response,
Damésio et al. [[10] demonstrated that these simple source-code
modifications were ineffective against classifiers operating at
the binary level. However, the same study, corroborated by
da Silva et al. [9]], found that OLLVM [25]], an obfuscator
built on the LLVM intermediate representation, remained
effective at evading machine learning-based classification. In
2023/24, Zhang et al. [65}166] introduced KHAOS, an even more
powerful LLVM-based obfuscator capable of inter-procedural
code transformations. Finally, in 2025, VenkataKeerthy et al.
[51] showed that diversification techniques, such as changing
the compiler, compiler version, or optimization level, could be
even more successful than obfuscation in reducing the precision
of tools like SAFE, BINDIFF [1]], and DEEPBINDIFF [12].

The Key Idea of this Paper: This paper presents a dynamic
analysis technique designed to withstand the diversification
approaches discussed earlier. Said method matches binaries
based on their Library Signature, which, as explained in
Section represents the sequence of library calls made
during a program’s execution. Section details how to
extract this signature, even from stripped binaries and in
the presence of protections such as address space layout
randomization (ASLR) [50]. To extract a program’s library
signature, we introduce LIBSIG, which we have implemented
in two ways: either on top of VALGRIND [38], or using the
RTLD-AUDIT API. To illustrate its effectiveness, Section
introduces a program classification game in which the goal is
to match two groups of programs compiled differently. Using
this benchmark, Section |V| demonstrates that LIBSIG remains
robust against commercial and academic obfuscation techniques
currently in use. LIBSIG’s design embodies two contributions:

o Idea: LIBSIG uses the sequence of library calls made
by an executable as its signature. This approach does not
require the instrumentation of the library code; thus, in
contrast to previous dynamic analysis methods [21}163} 168,
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LIBSIG benefits from the presence of library callsﬂ

« Engineering: This paper demonstrates how to distinguish
between library code, the so-called invisible instructions,
and visible code [69]. To this end, we have implemented
two versions of LIBSIG, one on top of VALGRIND, and
another on top of RTLD-AUDIT. The former handles a
larger family of executable files and works on more
operating systems; the latter is faster.

Summary of Results: LIBSIG performs binary matching
by comparing library signatures extracted from the execution
of two binaries. Section |V| evaluates the performance of the
two versions of LIBSIG on 102 programs from the GNU
Core Utilities (CoreUtils). As shown in Section both
versions outperforms binary diffing tools such as SAFE [34]],
RouxiNoL [16]], AsM2VEc [11], and BINDIFF [13| [17].
Section shows that LIBSIG is practical: even though it
requires running programs, at least when tested in CoreUtils,
it operates faster than the static classifiers. Section
shows that LIBSIG is also faster than other VALGRIND
plugins. Furthermore, it is almost twice as fast as LTRACE, a
standard Linux utility that could be used to track library calls.
Additionally, it tracks calls involving eager linking (§III-AT])
or runtime linking (§IIT-A3)), while LTRACE does not.

II. LIBRARY SIGNATURE

Programs often invoke external code during their execution.
External code include Standard Libraries, such as libc
for functions like atoi and printf; third-party libraries,
like OPENSSL or zZLIB; and runtime support libraries tied
to specific languages or toolchains, such as libstdc++.
Example |1| shows a program that invokes external functions.

Example 1. The C program in Figure |l| calls three external
functions: atoi and printf from the C Library (1ibc),
and sqrt from the Math Library (11ibm).

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
void main(int argc, charx argv[]) {
int n = atoi(argv([1]);
double s = sgrt(n);
printf("square root of %d is %g\n", n, s)

}

Fig. 1. Program in C that calls three library functions.

To avoid imprecisions, in this paper, we call “User Code”
the instructions in the .text section of an executable binary.
This section contains code written by the programmer — which
comes from the program’s “source code”. But it also contains:
(1) statically linked library code; (ii) startup/runtime code
(e.g., _start, _ libc_start_main); and (iii) possibly
compiler-generated code (e.g., C++ virtual tables, unwind
handlers, etc). Given these observations, we define “External
Code” and the “Library Signature” of a program as follows:

IPrevious work often claims that “If library code is not instrumented, [then]
the simulation is only partial and far less trustworthy.” [68]

Definition 1 (Library Signature). The External code are in-
structions located outside the .text section of the executable
binary. The Library Signature of an executable P and its input
1, is the sequence of calls to external code observed during
execution.

Example 2. Figure 2] shows the library signature of an
execution of the program in Figure |I\ This signature contains
three functions: atoi, sqrt, and printf, which lay outside
the executable’s .text section. For comparison, Figure
shows the address of main, which lays inside that section.

.text segment starts at: 0x563fe8647000

.text segment ends at: 0x563fe8648295
Address of main: 0x563fe8648140
Address of atoi: 0x7ff9709f35b0
Address of sqrt: 0x7ff970bb1780
Address of printf: 0x7ff970a10c90

Fig. 2. Library signature of the program in Figure [T} when executed with
input "0".

The library signature of a program’s execution may serve as
a behavioral fingerprint, allowing a program to be distinguished
from other binaries. This signature tends to remain stable across
different compilers, and even in the presence of common obfus-
cation techniques such as control-flow flattening or instruction
substitution. Owing to this robustness, library signatures can
be adapted as a means to solve binary identification tasks, as
illustrated in Section

A. A Use-Case Example: License Violation

Many open-source licenses, such as the GNU General Public
License (GPL) [18], impose strong copyleft requirements.
These requirements include the obligation to disclose source
code when redistributing binaries derived from GPL-licensed
software. Violations of these terms can lead to both community
enforcement and litigation, as Example (3| shows.

Example 3. In Versata Software, Inc. v. Ameriprise Financial,
Inc. [52)], the court considered behavioral and structural simi-
larities between software products as circumstantial evidence
of license infringement. Similar arguments were accepted in
Jacobsen v. Katzer [24|], which established that non-compliance
with open-source license terms may constitute a copyright
violation.

Detecting license violations in practice is challenging,
particularly when infringing parties attempt to disguise their
binaries. A common evasion strategy involves recompiling
GPL-licensed code using aggressive or nonstandard compiler
optimization sequences, such as combinations that do not
correspond to typical flags like —01, —02, or —03 [43].

Binary Diffing as Sequence Matching: As demonstrated in
Section |[V| our approach leverages library signatures to detect
similarities under such adversarial conditions. The method
proceeds in two steps. First, we execute the target binary with
a representative input set I and record the resulting sequence of
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external calls, yielding a library signature libsig,(I). Second,
we compare this signature against those produced by candidate
open-source programs using the same inputs. To quantify
similarity, we treat each library signature as a string over
the alphabet of observed library functions and compute the
Edit Distance between them. While some optimizations or
substitutions may alter a few calls (e.g.: atoi — strtol),
a typical execution may involve hundreds or thousands of
external calls. In practice, the majority of calls remain consistent
across compilation variants. A low edit distance between two
signatures, libsigp (1) and libsig,, (1), provides strong evidence
that P and Q were compiled from closely related source
code. Although such behavioral similarity is not conclusive
legal proof, it serves as an effective screening tool to flag
potential license violations and guide more detailed structural
or symbolic analyses.

III. EXTRACTING THE LIBRARY SIGNATURE

The symbols within a program’s code, such as variable and
function names, must be resolved to actual memory addresses
for the program to execute. This resolution process is called
linking, and it can occur either during compilation (static
linking) or at runtime (dynamic linking), as explained in
Definition 21

Definition 2 (Linking Time). Static linking is the process
of resolving external symbols at compile time. The linker
copies the necessary code (e.g., library functions) into the
final binary’s . text section, making the resulting executable
self-contained and independent of external libraries. Dynamic
linking, in contrast, defers the resolution of external symbols to
runtime. The executable includes references to shared libraries
(e.g., .so files on Linux, .dylib files on macOS, and .d11
files on Windows), which are loaded into memory and then
linked, where its symbols such as function names are associated
to their corresponding code, just before or during program
execution.

Combining Definitions [ and [2] the library signature of a
program is the sequence of calls to dynamically linked functions
made during its execution. When static linking is used, external
code is merged onto the .text section of the program, and
thus there will be no library signature. We discuss limitations
of this approach in Section Section explains how
different dynamic linking strategies operate, and Section [[II-B
describes how we can extract a program’s library signature,
regardless of the strategy it employs.

A. Dynamic Linking Strategies

A program may use different strategies to dynamically bind
calls to external functions to their actual implementations. This
section explains the three most common strategies, using, to
this end, the program in Figure [I] Examples shall assume
that the program was compiled with clang for an x86-64
processor running Linux. However, similar strategies can be
found in different combinations of compilers, processors and
operating systems.

1) Eager Linking: In eager linking, the resolution of external
function symbols is performed before the program’s main
function begins execution. When the dynamic linker (e.g.,
1d.so on Linux) loads the binary into memory, it eagerly
resolves all external references by locating their corresponding
code addresses in shared libraries and updating the relevant
entries in the Global Offset Table (GOT)] As a result, function
calls in the binary point directly to their final destinations from
the beginning of execution. This strategy does not benefit from
the use of the Procedure Linkage Table (PLT which may
postpone the resolution of symbols as required by the program
during execution. Thus, each function invocation incurs less
overhead since they were resolved beforehand. Eager linking
can be enabled in compilers like gcc or clang using the
-fno-plt flag.

Example 4. Figure [3| illustrates how eager linking resolves
the call to the sqrt function seen in Figure [I| The .got
section holds the Global Offset Table (GOT), which contains
the addresses to library functions, while the .text section
contains the program’s instructions, including the three indirect
calls that reference entries in the GOT. Before execution,
the GOT contains zero-filled placeholders. During program
loading, i.e. before main is called, the RTLD (RunTime
LoaDer) resolves these entries. It first locates the shared
libraries required by the program (in this case, 1ibc. so,
1ibm. so, and possibly others) and loads them into memory.
Next, it determines which portions of the libraries implement
the functions referenced by the program. The function names
are kept in the . rela.dyn section of the binary. Although
this section is not shown in Figure the names it holds
can be inspected using tools such as objdump (with the —R
option) or readelf (with the —r option). Figure H| shows
these relocation symbols as produced by ob jdump. These are
called relocation records, since they need to be relocated for
each execution of the program. Once all symbols are resolved,
the execution proceeds as follows: the indirect call to sqrt
loads its address from the GOT and transfers control to the
corresponding function in memory (step 1); after the function
completes execution it returns to the instruction immediately
following that call (step 2).

2) Lazy Linking: Lazy linking is the default strategy used
by modern compilers, such as clang and gcc. This approach
defers the resolution of external function symbols until the
first time each function is called. At program startup, entries
in the Global Offset Table point to stubs in the Procedure
Linkage Table, which initially direct control to the dynamic
linker. When external functions are invoked for the first
time, the dynamic linker resolves their addresses and updates
the corresponding GOT entry, replacing the stub’s address.

>The Global Offset Table (GOT) is a section of a binary used in dynamically
linked programs to store the runtime addresses of external symbols, allowing
indirect access to shared library functions and global variables.

3The Procedure Linkage Table (PLT) is a section of a binary that facilitates
the dynamic resolution of function calls by providing stubs that initially redirect
control to the dynamic linker and are later updated to jump directly to the
resolved function addresses stored in the GOT.
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0x1040
1
0x1147
call *0x3££0
Ox1ll4e sqgrt
(0x7£..£780)
0x115c
call *0x3f£f8 --. —
S 0x1163
IR 44————————————{:)——J
S 0x1174
call *0x3fe8 .
3 0x117b
.
'
'
.
- 0x11£5
.loads from.-*
R
< 0x3fc0
g
.
.
'
: . 0x3fe8
+ 0x7f..ec90 # printf’s resolved addr
v 0x3£ff0
1+ 0x7£.15b0 # atoi’s resolved addr
v 0x3ff8
0x7£.£780 # sqrt’s resolved addr
4 0x4000

Fig. 3. Eager linking example for the invocation of the sqrt function.

OFFSET TYPE VALUE

3fe8 R_X86_64_GLOB_DAT printf@GLIBC_2.
3ff0 R_X86_64_GLOB_DAT atoi@GLIBC_2.2.
3ff8 R_X86_64_GLOB_DAT sqgrt@GLIBC_2.2.

Fig. 4. Objdump snippet for the dynamic relocations records for the external
functions used in Figure |I| when compiled without PLT.

Subsequent calls then bypass the PLT and jump directly to
the resolved address. This approach reduces startup time by
avoiding unnecessary symbol resolution for functions that may
never be used during execution, albeit using more complex

structures that require more auxiliary code. Example [5] clarifies
some of these concepts.

Example 5. Figure [3] illustrates how lazy linking tracks
the resolution of the call to sqrt seen in Figure [I| The
compiler initializes the .got .plt section of the binary with
the addresses of handler stubs for each external function
used by the program: in this example, atoi, sqrt, and
printf. Note that the .got.plt entry for atoi already
contains its resolved address, since it was invoked earlier.
In contrast, the entries for sqrt and printf still point to
their respective handler stubs, as these functions have not
yet been called. When sqrt is invoked (step 1), control is
transferred to the corresponding entry in the .plt section,
which performs an indirect jump through the associated
.got.plt entry. Because sqrt is being called for the first
time, the jump leads to the address 0x1056 (step 2), which
lies immediately after the jump instruction. At this point, the
.plt entry pushes a function-specific index onto the stack;
in this example, sqrt is assigned index 2. Next, all first-
time function calls in the .plt section jump to a shared lazy
resolution handler located at address 0x1020 (step 3). This
handler uses the index on the stack to lookup the corresponding

o o N

0x1020
0x1030
jmp *0x4018 # <printf@got.plt>
push $0x0 J
jmp 0x1020
0x1040
jmp *0x4020 # <atoi@got.plt> Symbol name
push s0x1 resolution
jmp 0x1020 K
<= 0x1050 B
jmp *0x4028 # <sqrt@got.plt>»_1 B
.
push  $0x2 <— @ ] \
.
— jmp 0x1020 *
N 0x1060 H
. (O
D '
'
0x1070 ‘
X '
. '
5 '
. '
‘. 0x1177
call 0x1040 <atoi@Rplt> J
v 0x11l7c sqgrt
.. 0, (0x7£..£780)
0x1184
call 0x1050 <sqrt@plt> ———
& 0x1189 g | R
o o 6 '
0x119f ’
call 0x1030 <printf@plt> \ S
T Oxlla4d 0
' .
. .
ll "’
—* 0x1225 e
loads from:=------ ny
e writes to “=1-------
o 0x4000
Ill"
’,
’,
g
o - 0x4018
+ 01036 # printf’s unresolved addr
4 0x4020
% 0x7£.15b0 # atoi’s resolved addr
ﬁ 0x4028
0x1056 # sqrt’s to be resolved addr
0x4030

Fig. 5. Lazy linking example for the invocation of the sqrt function.

symbol name and resolve its address (step 4). Once the symbol
has been resolved, the handler writes the resolved address
of sqrt into the appropriate .got.plt entry and transfers
control to the target function (step 5). Eventually, when sqrt
returns (step 6), control resumes at the instruction immediately
following the original call, allowing the program to continue
normal execution. Now, since the GOT holds the already
resolved address, if this function is called a second time, it
goes straight to its corresponding external code.

3) Runtime Linking: A program may choose to employ
another linking strategy: load and resolve these symbols at
a later time in the execution. This is different from lazy
linking: lazy linking is performed automatically by the interplay
between the compiler and the dynamic linker, while runtime
linking is program-controlled, as Example [6] shows.

Example 6. Figure[6] shows a piece of C code that implements
runtime linking using the d1open and d1sym functions from
the POSIX dynamic linking API. The program first requests
that the library 11ibm be loaded into memory by passing its
file path to dlopen. The programmer can choose whether to
resolve all symbols immediately at this point by passing the
RTLD_NOW flag, or defer symbol resolution until the symbols
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are needed by passing the RTLD_LAZY flag. Once the library is
loaded, the program requests the address of the function sqrt
using d1sym, which searches for the symbol by its name. If
RTLD_NOW was used, this symbol was already resolved during
the d1lopen call; otherwise, the resolution occurs at this point
when d1sym is invoked. After the function address is retrieved,
it can be called like any function pointer. When the library
is no longer needed, it can be unloaded from memory using
dlclose.

voidx handle = dlopen(" ’
RTLD_NOW) ;

double (xsqrt)(double) = dlsym(handle, “ ");

double s = (xsqrt)(n);

dlclose(handle);

Fig. 6. This code snippet must replace the call to sqrt in Line 06 of Figure[T]
to implement runtime linking.

B. Library Signature Extraction

Overview of LIBSIG: To track library calls, we have
implemented LIBSIG, a tool that extracts the library signature
of a program. LIBSIG is built on top of VALGRIND [38]]; thus,
it supports a wide range of architectures and operating systems.
By using VALGRIND’s dynamic instrumentation infrastructure,
L1BSIG can observe transitions between code regions during
program execution to record external library calls.

Tracking Code Regions: LIBSIG monitors the program’s
.text section (i.e., user code). Whenever execution crosses
from this region outward, such as when calling external
functions, LIBSIG logs the accessed address. This behavior
corresponds to step 1 in Figures [3 and [5] By default, LIBSIG
does not log when execution returns back into the observed
region (step 2 in Figure 3] and step 6 in Figure [5). However,
users can log these events by enabling them in LIBSIG if
required. In other words, LIBSIG can be configured to record
outward calls, inward returns, or both.

Address Resolution: To make the recorded addresses
meaningful, LIBSIG resolves them into function names when-
ever possible. This step is necessary since binaries may load
libraries at different addresses due to position-independent
executables (PIE) and address space layout randomization
(ASLR). L1BSIG leverages VALGRIND’s native dynamic loader
to resolve symbols from loaded libraries. However, in cases
of lazy linking (§II[-A2), some calls go through the .plt
section, whose addresses are not resolved by the dynamic
loader. In these situations, LIBSIG extracts relocation symbols
from the binary via OBJDUMP to resolve function names, as
shown in Figure [d] In this example, for lazy linking, the
relevant relocation type is R_X86_64_JUMP_SLOT rather
than R_X86_64_GLOB_DAT.

C. Multi-Threading

LiBSIG supports multi-threaded programs by leveraging
VALGRIND’s internal scheduler to track context switches.
It records execution traces on a per-thread basis, ensuring
that the library signature accurately captures the behavior of

each thread independently. These per-thread sequences are
then merged according to their observed execution order,
as determined by VALGRIND’s internal serialization model.
Although VALGRIND does not assign explicit timestamps, it
preserves the relative interleaving of events across threads. As
a result, while correctness is preserved, VALGRIND’s thread
serialization can lead to significant performance overhead,
particularly on multi-core systems where concurrent execution
is not fully utilized.

This overhead could be mitigated by implementing LIBSIG
atop a dynamic binary translation framework, such as INTEL
PIN or DYNAMORIO. However, developing tools on these
platforms is more complex, as one must explicitly manage
thread interleavings, synchronization, and thread-local storage.
To better illustrate these trade-offs, Table E] compares the three
frameworks in terms of their threading models, performance
overhead, and suitability for our application. VALGRIND, which
underpins LIBSIG, serializes all threads and executes them
on a synthetic CPU. This design guarantees deterministic
behavior, even in multi-threaded programs, but prohibits true
parallel execution. Consequently, VALGRIND can impose
substantial overhead on multi-core systems, especially for
parallel workloads. By contrast, DYNAMORIO and INTEL PIN
allow threads to execute concurrently on the host CPU using
dynamic binary translation. This approach results in better
scalability and lower overhead in multi-threaded scenarios.
However, it does not guarantee that a parallel program will
always produce the same library signature across executions,
as the interleaving of calls may vary nondeterministically.

D. VALGRIND, RTLD-AUDIT and LTRACE

We have implemented two versions of LIBSIG: one based
on VALGRIND, and another using RTLD-AUDIT. Additionally,
Linux systems offer LTRACE, which provides functionality simi-
lar to the RTLD-AUDIT-based version of LIBSIG. RTLD-AUDIT
exposes an auditing interface in the dynamic linker, allowing
users to intercept symbol resolution events through a custom
shared object loaded at program startup. LTRACE works by
inserting breakpoints at entries in the Procedure Linkage Table
(PLT), enabling it to intercept calls to dynamically linked
functions at runtime. Both LTRACE and RTLD-AUDIT depend
on the presence of a PLT; therefore, they are ineffective in
scenarios involving eager linking (§II-AT) or runtime linking
via dlopen (§III-A3). The VALGRIND-based version does
not suffer from this shortcoming.

Table |lI| compares the different approaches. In terms of
Precision, the VALGRIND-based approach is more general, as
it handles all the calling mechanisms discussed in Section |11}
whereas the other tools require the presence of a PLT in the
executable. It is also the most portable across operating systems
(0S), working on Linux and macOS (up to version 10.13
High Sierra); however, RTLD-AUDIT supports a wider range
of computer architectures, as it can be used on any system
featuring GLIBC’s dynamic linker. The VALGRIND-based
implementation also provides the highest level of Control,
allowing us to restrict the analysis to specific regions of the
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TABLE I
COMPARISON OF BINARY INSTRUMENTATION FRAMEWORKS WITH RESPECT TO MULTI-THREADING AND PERFORMANCE.

Tool Thread Model

Performance Overhead

Suitability for LIBSIG

VALGRIND [38]
DYNAMORIO [5]

Serialized (one thread at a time)
Concurrent (native threading)

High on multi-core systems
Medium to low

Simplifies instrumentation; portable but slower
More efficient; requires concurrency handling

" which

n’

INTEL PIN [33] Concurrent (native threading) Medium Similar to DynamoRIO; slightly more mature
TABLE II We call b, the transformed version of b;, and define B, =
COMPARISON OF DYNAMIC ANALYSIS TOOLS E(Bn) as the set Of (lll transformed programs.
. . ,
: X X
Tool Precision Time OS Gran. Control « A Classifier functlon C, B B" — Bn B R
attempts to match each binary b; € B,, to a corresponding
Valgrind Sec. [lIL Slow  Multiple Coarse  High bi b B 1<ii<
Itrace Only [IlII-A| Slow  Linux Fine Medium iary J €bp,lst,ysn.
RTLD-Audit  Only [[lI-FA| Fast  Linux/Solaris  Coarse  Low o An Arbiter function A : B, X B;L — N, which evaluates

binary, such as tracking only the library calls made within
function main. RTLD-AUDIT, in contrast, offers very little
control, as it also records library calls performed by the dynamic
linker itself, which is not part of the program, and usually
happen before and after the main function runs. An advantage
of the version based on RTLD-AUDIT is its low running time,
as discussed in Section [V-C| Finally, LTRACE stands out for
its granularity (Gran.), as it tracks both arguments and return
values of function calls.

IV. A CODE CLASSIFICATION GAME

To investigate the effectiveness of the binary diffing approach
proposed in this paper, Section |V| compares LIBSIG with
methodologies of similar purpose. To perform this comparison,
we use the Game Framework proposed by Damasio et al. [10
Def.2.4]. Damasio et al.| has evaluated the effectiveness of
binary analyzers (the so called “classifiers”) by pitching them
against code transformation tools (the so called “evaders”) in
four different adversarial games. Each game would differ on
the amount of freedom given to the evader (it might or might
not transform the program) and on the amount of information
given to the classifier (it might or might not know which
transformation the evader can use).

In Damasio et al./s work, games consisted in code classifi-
cation challenges: given a number of programming problems,
and one program, the classifier should infer which problem
the program solves. In this paper, we are rather interested in
the challenge that VenkataKeerthy et al. [S1] define as “Binary
Matching” (see Definition 6.2 in their original presentation).
Therefore, our Definition [3| combines |Damasio et al.’s games
with |VenkataKeerthy et al.[s matching.

Definition 3 (Adversarial Game). A game on a set B, =
{b1,b2,...,b,} of n binaries involves the following players:
o An Evader function E : B,, — Bl such that, for each

1 < i < n, the program b, = E(b;):
— preserves the semantics of b; (i.e., for the same inputs,

b; and b} produce the same outputs),
— might differ in its syntax.

a matching by counting the number of correct matches. A
match (b,V') is considered correct if b and b' implement
the same semantics.

o The Score of the game between C' and E is defined as:

A(C(Bu, shuffle(E(Bn))))

where shuffle(E(B,,)) denotes a random permutation of
the binaries in B,,.

Notice that Definition [3] intentionally leaves the notions of
Classifier, Evader, and Arbiter vague, as these concepts can be
instantiated in different ways. As a concrete example, Figure
illustrates Definition |3| with specific instantiations.

C is a code classifier, that matches
binaries from B with binaries from B’. C
can inspect binaries and run programs.
File names are not important. e.g.:

B is a set of executables, produced by a
compiler, e.g: gcc cat.c -o cat.x

B = basename.x

basenc.x

cat.x C(B,B)=

v (basename. x, basename.opt.Xx)
whoami. x (basenc.x, chroot.opt.x)
yes.x (cat.x, cat.opt.x)

(whoami.x, uname.opt.x)
(yes.x, yes.opt.x)

E is a code transformation tool, such as an
optimizer, obfuscator or different compiler,
e.g: clang -03 cat.c -o cat.opt.x

Ais an arbiter that “knows” the

B’ is a set of binaries transformed by E, e.g.: semantics of the binaries, €.q.:

B'= basename.opt.x A(basename.x, basename.opt.x)

=1
basenc.opt.x A(basenc.x, chroot.opt.x) =0
cat.opt.x A(cat.x, cat.opt.x) =1
whoami.opt.x A(whoami.x, uname.opt.x) =0
yes.opt.x A(yes.x, yes.opt.x) =1

Fig. 7. A binary matching game using the programs in GNU Core Utilities.
The score of the classifier is the sum of the number of correct matches.

Classifiers: The literature contains many examples of
classifiers, which we categorize into two types:
« Static: The classifier is allowed to inspect the object file
but cannot execute it.
o Dynamic: The classifier is allowed to inspect the binary
file and observe one or more executions of it.
Section |V| evaluates both static and dynamic classifiers. Our
LIBSIG classification engine, as well as ROUXINOL [16], are
examples of dynamic classifiers. In contrast, tools such as
SAFE [34] and BINDIFF [1]] are examples of static classifiers.
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Regardless of the approach, this paper imposes two restrictions
on classifiers:
1) Classifiers do not have access to the source code of the
binary (such as cat.c in Figure [7).
2) Classifiers do not have access neither to the source code
of libraries, nor to their binary implementation; hence,
cannot instrument or otherwise modify them.

Additionally, classifiers are allowed to match two or more
binaries in B,, with the same binary in B!,. This means that a
trivial classifier that matches every binary in B,, to a single
binary in B], will score exactly one point. This allowance for
repeated matching is necessary because it reflects the behavior
of some of the tools evaluated in Section [V

Evaders: An evader is any function that modifies the syntax
of a program while preserving any visible output the program
might produce. In contrast to classifiers, this paper assumes that
evaders have access to the source code or programs; hence, they
can recompile them. Evasion techniques evaluated in Section [V]
include:

o Using a different compiler, e.g., gcc vs. clang;

« Using different versions of the same compiler, e.g., clang
9.0 vs. clang 16.0;

o Applying different optimization levels, e.g., clang -00
vs. clang -03;

o Applying obfuscators,
KHAOS [65].

such as OLLVM [25] or

V. EVALUATION

The goal of this section is to evaluate binary diffing based
on matching of library signatures. To this end, we analyze the
following research questions:

RQ1: How effective is LIBSIG when compared with state-
of-the-art binary diffing tools in terms of accuracy?

RQ2: How does the LIBSIG compares with other binary
diffing tools in terms of running time?

RQ3: What is the overhead that LIBSIG imposes onto

the execution time of programs, and how does this
overhead compare with that of similar tools?

To answer these questions, we extract library signatures in
three different ways:

e LIBSIG-v: the version of LIBSIG implemented on top
of VALGRIND.

o LIBSIG-r: the version of LIBSIG implemented on top of
RTLD-AUDIT.

e LTRACE: the Linux tool, as described in https://man7.org/
linux/man-pages/man|/Itrace.1.html.

Henceforth, we use LIBSIG to refer to the generic implemen-
tation of library signatures. When it is necessary to distinguish
between the VALGRIND- and RTLD-AUDIT-based versions, we
use the suffixes ‘-v’ and ‘-r’, respectively. Both LIBSIG-v
and LTRACE track only library calls that originate from the
program’s .text segment. In contrast, LIBSIG-r also records
library calls performed by the RTLD-AUDIT API itself, as well
as calls made by any external module loaded alongside the
target program. This occurs because RTLD-AUDIT does not

expose the target addresses of intercepted calls, making it
non-trivial to determine whether a call originated from the
program’s .text segment. We encountered this situation in
the CHCON benchmark from COREUTILS, a utility that changes
the SELINUX (Security-Enhanced Linux) context of a file. To
perform this task, CHCON loads the selinux. so library. As
a result, LIBSIG-r records additional calls originating from
this library, which are not invoked by the program’s own code.
To ensure a consistent analysis using LIBSIG-r, we recompiled
CHCON without linking against selinux. so.

A. Experimental Setup

Before we discuss each of the research questions, we
present our experimental setup, including choice of benchmarks,
classifiers and evaders.

1) On the Choice of Benchmarks: We run games on a
set Bigo formed by 102 programs taken from CoreUtils.
CoreUtils, or GNU Core Utilities, is a collection of
command-line tools in Unix-like operating systems. These
tools, like 1s, cat, cp, mv, and rm, are primarily written in
C and adhere to POSIX standards, ensuring consistent behavior
across diverse compliant systems. CoreUtils contains 106
executables; however, four of them could not be compiled
with Khaos, and thus were removed from the evaluation. In
order to make binary diffing harder, every program in Bjg2
is stripped of unnecessary symbols to execute using strip
——strip-all. External functions names are kept in the
binary, since they are used to link to the correct implementation
in the libraries. All binaries have the PLT preserved, otherwise
LTRACE could not be compared against LIBSIG, which handles
all the cases discussed in Section

2) On the Choice of Evaders: In this paper, the baseline
set of binary files, e.g., Bjgz, is compiled with clang 9.0 at
the —00 optimization level. Thus, according to Definition [3]
an evader is any modification of this compilation pipeline. We
build evaders by varying the compiler (gcc v13.1 and clang),
or the version of the compiler (clang 9.0 and clang 16.0),
or the optimization level (-00, -01, —02 and -03), or by
applying obfuscations on code. Evasion via obfuscation uses
either OLLVM [25] or KHAOS [66], which apply one of the
following obfuscation approacheﬁ

« ollvm-bcf: Bogus Control Flow inserts dead-code guarded
by predicates that are difficult to elide statically.

« ollvm-fla: Control-Flow Flattening transforms the program
into a big switch running inside a loop, where each basic
block sets the case for the next basic block [30]].

 ollvm-sub: Instruction Substitution replaces binary oper-
ators, like addition, subtraction or boolean operators, by
functionally equivalent sequences of instructions.

e ollvm-all: The combination of the three obfuscation
techniques (bcf, fla, sub) available in OLLVM.

4The distribution of Khaos provides users with five different configurations,
which Zhang et al. call Fussion, Fission, Hidden, Original and All (See Figure
6 of Zhang et al.’s work [67]). We have been able to run KHAOS only with
Fission and Hidden independently enabled. The other transformations caused
compilation crashes or produced binaries that did not terminate successfully.
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o khaos-fis: Fission splits a function into sub-functions. The
division ensures that each extracted region has a single
entry point (but potentially multiple exit points).

o khaos-hid: Hidden Flow replaces direct jumps with
exception-handling branches. This mechanism is imple-
mented via runtime lookups through exception tables.

Both these obfuscators are built on top of clang 9.0.

3) On the Choice of Classifiers: The different classifiers

might approach binary diffing at two granularities:

e Function: BINDIFF, SAFE and ASM2VEC perform
matching per function: upon receiving two binary files,
b and b/, they compare each function on each binary,
for a quadratic number of comparisons. Given two sets
of Binaries Bjg2 and By, we report a match between
b € Bjp2 and b’ € Bj,, for the two binaries with the
closest distance between the sum of distances of functions.

o File: The other approaches use file embeddings, meaning
that they do not distinguish individual functions within a
binary file. These embeddings are histograms of opcodes
that come from x86 instructions:

— S-x86: (Static Binary View) Instructions in the
.text section of binaries, produced via the
Capstone Disassembler v5.0 [15].

— D-x86: (Dynamic Binary View) Instructions observed
via CFGGRIND [46], during one or more executions
of a program. Each execution of the same instruction
type is counted.

— H-x86: (Hybrid, e.g., Dynamic Program Slice) In-
structions observed via CFGGRIND [46]], during one
or more executions of a program. This is the control-
flow graph of the program parts covered during
execution. Thus, multiple executions of the same
type of instructions are counted only once.

Distance: Except for BINDIFF, each classifier uses some notion
of distance to match binaries:

o Edit: LIBSIG and LTRACE use the Edit Distance, ie., the
minimum number of insertions or deletions necessary to
convert one library signature into another.

e Cosine: The cosine of the angle between the vectors.
Henceforth, we suffix tools that use this distance with (C),
e.g., S-x86 (C).

o Euclidean: The length of the line segment between the
points formed by two histograms. We indicate it with the
suffix (E), e.g., S-x86 (E).

The Cosine distance is recommended in ASM2VEC’s original
publication [[11]]; whereas the Euclidean distance is used in the
tools that we took from the ROUXINOL framework (S-x86, D-
X86, H-x86) [16]. BINDIFF does not use a concept of distance.
Instead, it relies on an assortment of heuristics to match
functions, including hash of instructions and graph-related
metrics. More about it is available in the tool’s documentatiorP|
Setup: The baseline set B,, (e.g., Big2) of Definition [3] is
produced with clang version 9.0. Whenever we mention

5The different heuristics used by BINDIFF are described at https://github
com/google/bindiff/blob/main/docs/concepts.md

clang as an evader, we refer to version 16.0. For instance,
Tables [ITT] and [IV] use clang 16.0 at different optimization
levels to yield the rows labeled clang-00, clang-01, etc.
Input Selection: For analyses, such as LTRACE, LIBSIG,
D-x86, and H-X86, that require the dynamic behavior of
programs, a representative input must be selected. To this
effect, the baseline compiler was used, without optimizations,
to run the entire CoreUtils test suite in order to identify,
for each program, the input for which LIBSIG-v produces the
longest library signature. These selected inputs were then used
to run the evaluation games. Instead of selecting a single input
per program, one could concatenate the signatures produced
by all available inputs, for instance. However, we chose to use
only the input that yields the longest signature to simplify the
construction of a reproducible scientific artifact.

B. Accuracy of LIBSIG Compared with Previous Work

This section compares the accuracy of the different clas-
sifiers, when pitched against different evaders. Accuracy is
measured via the Arbiter of Definition |3} hence, varying from
0 (no correct match) to 102 (every binary is correctly matched).

Discussion: Table [L1If shows how LIBSIG compares with
different binary diffing tools. The matching of library signatures
via LIBSIG or LTRACE is the most precise binary diffing
approach. In every experiment, these tools only failed to achieve
a full matching score due to either executables with very short
library signatures or due to compiler optimizations. In this case,
compilers such as clang and gcc can modify some library
calls. Below we have a non-exhaustive list of examples:

o Replacing sequences of malloc and memset with
calloc

e Replacing atoi with strtol for error handling.

e Replacing sprintf with snprintf for safety.

o Constant-folding calls to strlen, when applied onto
string literals.

o Replacing calls to strcpy with stncpy or memcpy.

o Performing some form of strength-reduction on calls like
pow(z, ), where ¢ is a constant.

o Replacing calls to print £ on constant strings with puts
or fwrite.

e Vectorizing calls to memcmp at —02 or higher.

o Replacing calls to abs with bitwise operations.

A most appaling example of such modifications was observed
in numfmt. The library signature of the non-optimized binary
contains 100,055 calls, whereas once compiled with clang
-O1 (or higher), it contains only 74. In this case, clang was
able to optimize the code by removing almost 100 thousand
calls to putchar that were being used for printing alignments.

Another example of aggressive optimizations takes place
in the readlinebuffer_delim: a function that is shared
amongst some CoreUtils programs, such as uniqg and
comm. This function reads lines, one byte at a time, from a file
until a delimiter is found using 1ibc’s getc. An optimizer
may replace the sequential function getc with a function like
___uflow that uses buffered I/O operations. For programs such
as unigq, this means a reduction from 1,000 calls to getc,
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in the unoptimized version, to as few as 2 calls to ___uflow,
in the optimized one. This drastic reduction has consequences
when running the game in programs with little variety of
external calls. Consider the game for uniqg with LIBSIG: the
1,042 total calls in the unoptimized version (baseline) drops
to 52 calls in the optimized version (clang-01), yielding
a match of only 7.86%. To put that in perspective, the next
closest match was comm with 7.71% (a program that also
uses readlinebuffer_delim). However, for such small
difference, LTRACE or RTLD-AUDIT fail to correctly match
uniqg for evaders clang-01, clang-02 and clang-03
in Table [T This is the consequence of missed calls that
VALGRIND is able to track (as discussed in §III-B).

C. Runtime Comparison

This section compares LIBSIG in terms of extraction time
and matching time with other binary diffing tools. Extraction
time is the time to convert programs to a format that can be
compared (sequences in the case of LIBSIG and LTRACE, and
vectors in the other cases). Matching is the time of comparing
these embeddings. Notice that, given the nature of the game
described in Deﬁnition@ matching, in this experiment, involves
102 x 102 comparisons.

Discussion: Table [[V|reports our observations. We open this
analysis by emphasizing that our impression is that none of the
binary matching tools has been engineered to run fast. Thus,
running times, be extraction or matching, tend to be slow. As
an example, the ROUXINOL-based tools (S-x86, H-X86 and
D-x86, all implemented in Python) do not keep embeddings in
memory: rather, they read and close files whenever necessary
to compare two binaries. BINDIFF, in turn, runs on the JVM,
and pays its cost in extraction and matching. The former is
particularly slow, as it also relies on GHIDRA [14] to represent
and analyze binary programs.

The CoreUtils programs run for a very short time. Thus,
in spite of VALGRIND’s heavy overhead (to be analyzed
in Section [V-D), the extraction of embeddings, be it via
CFGGRIND, for the ROUXINOL-based tools, be it via LIBSIG,
is relatively fast, compared to the time that tools such as
BINDIFF, ASM2VEC or SAFE take to produce embeddings.
Matching is also faster, sometimes by an order of magnitude,
when using library signatures which use the same matching
infrastructure. However, we emphasize that this infrastructure
was engineered to do well on the game proposed in this
experiment.

D. Runtime Overhead

This section analyzes the overhead of LIBSIG, either
implemented via VALGRIND or via RTLD-AUDIT, and contrasts
it with the overhead of other tools. We shall be reporting
relative execution times; that is, the running time difference
of executing a program with and without the intervention of
dynamic analysis.

Discussion: Figure [8| compares the runtime overhead of four
different dynamic analyzers: NULGRIND, LIBSIG (either via
VALGRIND or via RTLD-AUDIT), LTRACE, and CFGGRIND.

All of these tools, except for LTRACE, are plugins built on
top of the VALGRIND framework. NULGRIND is a minimal
VALGRIND plugin designed primarily for testing, debugging,
and developing new VALGRIND-based tools. Unlike analyzers
such as MEMCHECK, CALLGRIND, CFGGRIND, or LIBSIG,
which perform extensive instrumentation, NULGRIND performs
no program analysis beyond basic supervision of the execution.
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Fig. 8. Slowdown of different evaders across analysis tools. The “average” in
the last column is the geometric mean.

LIBSIG vs LTRACE: LTRACE is the slowest tool, introducing
a slowdown of nearly 60x relative to native execution. This
is expected, as LTRACE records parameters and return values.
L1BSIG-v, which tracks only call addresses, is significantly
faster, with overheads remaining below 30X in most cases. In
principle, LTRACE could be modified to track less information,
but the effort might not be trivial because its additional features
(e.g., parameter tracking) are intrinsic to its implementation.
Nevertheless, this gap between LIBSIG and LTRACE may
be reduced depending on the ratio of visible to invisible
instructions in the program [69]. For example, o11lvm-fla
and ollvm-all are performing control flow flattening that
changes this balance. More instructions are being executed
than libraries calls are being called, thus LIBSIG and LTRACE
performance is similar. Finally, LIBSIG-r is the fastest tool,
adding an average overhead of 25%: the original benchmarks
run in 1.43 seconds on average, and on 1.77 seconds once
RTLD-AUDIT is active.

L1BSIG vs other VALGRIND tools: CFGGRIND incurs higher
overhead than LIBSIG, as expected, since it tracks every
instruction to construct a dynamic control-flow graph. Despite
this, it remains faster than LTRACE, except when imbalances
arise when the relation of visible to invisible instructions is
changed by obfuscations such as control flow flattening. As ex-
pected, NULGRIND introduces the lowest overhead, performing
no instrumentation beyond basic emulation. Interestingly, the
gap between NULGRIND and LIBSIG is minimal, indicating
that LIBSIG’s instrumentation — of simply detecting jumps
outside the . text section — is extremely lightweight. Most of
its runtime cost comes not from instrumentation itself, but from
the inherent overhead of VALGRIND’s execution environment.
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TABLE III
COMPARISON OF DIFFERENT EVADERS ACROSS ANALYSIS TOOLS AND SIMILARITY METRICS. WE LET (C) DENOTE THE COSINE DISTANCE AND (E)
DENOTE THE EUCLIDEAN DISTANCE.

Evader LiBSIG-r LIBSIG-v LTRACE BINDIFF SAFE (C) S-x86(C) S-x86(E) ASM2VEC(C) H-x86(C) H-x86(E) D-x86(C) D-x86(E)
clang-O0 102 102 102 97 87 20 10 56 49 51 65 64
clang-O1 90 91 90 20 5 1 1 1 2 16 3 56
clang-02 89 90 89 14 5 1 1 1 1 13 4 55
clang-O3 89 90 89 11 3 1 1 1 1 14 4 55
gee-00 102 102 102 85 36 5 27 1 33 47 30 61
gee-01 93 93 93 26 9 4 1 1 1 13 4 54
gee-02 90 91 90 13 6 3 1 0 4 16 3 54
gee-03 90 91 90 8 6 3 1 0 3 13 3 45
khaos-fis 102 102 102 86 46 19 1 35 11 40 35 62
khaos-hid 102 102 102 75 4 1 1 3 7 33 26 61
ollvm-bef 102 102 102 76 2 2 1 2 1 7 5 70
ollvm-fla 102 102 102 83 9 2 1 7 3 10 2 39
ollvm-sub 102 102 102 96 85 14 6 64 59 68 67 91
ollvm-all 102 102 102 9 2 2 1 3 1 3 2 21
TABLE IV
RUNTIME OVERHEAD IN SECONDS FOR FEATURE EXTRACTION AND MATCHING.
Time (s) LiBSIG-r LiBSIG-v LTRACE BINDIFF SAFE (C) S-x86(C) S-x86(E) ASM2VEcC(C) H-x86(C) H-x86(E) D-x86(C) D-x86(E)
Extraction 28 654 1,187 37,885 156,466 88 88 61,015 1,318 1,318 1,318 1,318
Matching 3,375 3,452 3,328 10,887 26,409 1,562 1,564 25,670 3,669 3,697 3,678 3,666
Total 3,403 4,106 4,515 48,772 182,875 1,650 1,652 86,685 4,987 5,015 4,996 4,984

E. Discussion: Limitations of LIBSIG

The results in Section indicate that LIBSIG is very
effective as a code matching technique. However, it does have
limitations, some of which we discuss below:

o Hindsight: LiBSIG was tested against evaders that
were not engineered to alter library calls. Except for
clang/gcc at high optimization levels, none of the
program transformation tools touches these calls. And
even these two compilers only modify them marginally.
However, it would be relatively easy to implement an
obfuscator that adds effect-free library calls to programs;
hence, modifying the library signature of those programs.

o Length: Short library signatures tend to lead to more
collisions. As an example, every CoreUtils program
reads a ——version flag, which prints release data. In
most cases, this flag produces a library signature with
less than ten calls. Thus, if we compare programs using
exclusively this flag as the input, then several of them
will have the same library signature.

« Library Substitutions: As seen in Section|[V-B] both gcc
and clang might change particular library calls at high
optimization levels. Additionally, there are obfuscation
techniques, such as Omar et al. [40]’s, which might insert
library calls into sequential code to make it run in parallel.
Substitution of library calls could also be performed by
the loader, e.g., replacing strlento strlen_sse2.In
our experiments, we only observed substitutions due to
compiler optimizations, with very limited effect; however,
they could impact evaluations involving short signatures.

VI. RELATED WORK

This paper observes that a binary fingerprint based on a
program’s library signature resists common obfuscation tech-

niques significantly better than other classification approaches,
including recent ones. To the best of the authors’ knowledge,
this observation is novel. However, prior work has explored the
use of library calls as auxiliary features for code classification,
as well as techniques for obfuscating such calls. This section
revisits that body of literature.

A. Library-Aware Classifiers

Binary similarity analysis has attracted research attention
due to its practical importanceﬁ Since program equivalence is
undecidable [44], binary similarity relies on heuristics. Early
approaches operated on source code [22], but research shifted
toward binary code in the 1990s. Initial efforts focused on
sequence alignment algorithms [3l 8] and hash functions [35],
techniques still in use today [7 20} 31} 134} 53]]. However, mod-
ern research predominantly explores machine learning—based
methods [[11, 12} [31 34, |54 62].

Use of Library Calls in Static Analyzers: There exist
previous work that incorporates library calls to enhance binary
classification. For instance, Kotov and Wojnowicz [28] and
Lakhotia et al. [29] statically identify obfuscated API calls
by looking for suspicious patterns in the target binary, such
as function arguments. As another example, Tkram et al. [23]]
extract a graph of library calls from a binary, and use it as that
binary’s signature. More recently, VenkataKeerthy et al. [51]
augment their program embedding, VEXIR2VEC, with library
calls. By incorporating incorporating library calls, [Venkata-
Keerthy et al| observed an improvement in accuracy, from 63%
to about 81%. However, their approach remains vulnerable to
obfuscation: precision drops from 81% to 27% when analyzing

SReflecting this diversity, the Awesome Binary Similarity webpage cata-
logs approximately 214 publications as of June 2024—https://github.com/
SystemSecurityStorm/Awesome-Binary-Similarity,
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OLLVM-obfuscated binaries. Similarly, BINFINDER and SAFE
use library calls as comparison markers, although both lag
behind VEXIR2VEC in terms of precision. These methods
are purely static. While they detect function calls, they cannot
determine call order. The obfuscation techniques that we discuss
in Section effectively evade static analyses but, as seen
in Section [lI} fail against dynamic approaches.

Use of Library Calls in Dynamic Analyzers: The idea
of using a trace of library calls to detect malware is not new.
This possibility was first demonstrated by Kolbitsch et al. [27],
and then by Patanaik et al. [41]]. |Kolbitsch et al.| showed how
to use the data dependencies between function calls to build a
signature for a binary. Subsequently, |[Patanaik et al.| showed that
the sequence of kernel calls performed by the Bagle.A virus
remain the same under different obfuscation methodologies. In
contrast to this paper, this body of work focuses exclusively on
kernel calls, not including library calls, such as 1ibc’s. They
also try to match subgraphs of the “dynamic call graph” of a
program; hence, the ordering of calls is less important: separate
sequences of interdependent calls can be matched in any order.
Our work, in turn, matches sequences of function invocations
(the library signature); thus, ordering is fundamental.

B. Defeating Library-Aware Static Classifiers

Several obfuscation techniques exist to hide library calls in
binaries, but most traditional approaches remain vulnerable to
dynamic analysis. For example:

« Call redirection [6] replaces library calls with trampoline
jumps, but dynamic analysis (including LIBSIG) can still
observe the final jump to the destination APL

« Position obfuscation [49] relocates API prologues to
user space, yet the subsequent jumps back to library code
remain detectable during execution.

« Call site tampering [47] employs runtime API resolution
(e.g., via hash lookups), but ultimately still reveals library
calls during execution.

« Dynamic code loading [26] stores part of a program in
encrypted form. This code is decrypted during runtime
using a key hidden somewhere in the app. However the
deciphered jump target is visible at runtime.

An example of call site tampering is the obfuscator of Mather
[35], which replaces symbol references with hash codes and
uses stubs for dynamic resolution for ELF binaries in Linux
systems. As an example of dynamic code loading, Nguyen [39]
removes dynamic names from the symbols table of Mach-O
binaries and restores them at runtime through either an external
library or injected code. Nevertheless, while these methods
effectively thwart static analysis, they remain susceptible to
dynamic analysis like our LIBSIG system. The fundamental
limitation is that the binary must eventually transfer control to
the actual library functions; hence, leaving the code’s .text
section. Our approach monitors low-level jumps to detect when
the boundary between local and library code is crossed during
program execution.

C. Defeating Library-Aware Dynamic Classifiers

There are obfuscation techniques capable of defeating
dynamic analyses such as LIBSIG, although they typically
require privileged access to specific computational resources.
For example, if an attacker is permitted to load a malicious
kernel module, Srivastava et al. [48]]’s Illusion Attack enables
the redirection of malicious operations into seemingly benign
ioctl buffers. The tampered kernel module can then unmar-
shal and execute the actual privileged operations. To external
observers, only benign ioctl calls are visible, effectively
concealing the malicious behavior.

More recently, Li et al. [32] introduced an obfuscation
technique, APIASO, that could evade dynamic analyses like the
one proposed in this paper. APIASO extracts and encrypts key
functions from Windows APIs and relocates them into the user
code space. At runtime, the program executes these relocated
functions instead of calling the original APIs in system DLLs,
such as kernel32.d1l1l. A limitation of this approach is
that it requires recompiling the source code with access to the
target library code. Consequently, the software may become
incompatible with updated versions of the operating system or
other environments where the library interface has changed.

VII. CONCLUSION

This paper introduced a novel approach to binary diffing
based on the concept of Library Signature, which captures the
sequence of external library calls made during a program’s
execution. This simple behavioral fingerprint remains resilient
against a wide range of binary transformations, including dif-
ferent compilers, optimization levels, and common obfuscation
techniques such as OLLVM and KHAOS. This resilience stands
in contrast to other binary matching techniques, including
ASM2VEC, SAFE, BINDIFF, and ROUXINOL, whose precision
degrades sharply under adversarial conditions.

This paper demonstrates that LIBSIG is effective against
current obfuscation techniques; however, the limitations dis-
cussed in Section open avenues for future work. First, it
is straightforward to envision evasion strategies that alter a
program’s library signature, for instance, by inserting innocuous
calls or replacing existing calls with semantically similar ones.
As is often the case in software security, this problem resem-
bles an arms race. Should such evasion techniques become
widespread, LIBSIG could be extended with countermeasures
such as clustering semantically equivalent calls, filtering for
calls with observable side effects, or modeling temporal and
causal relationships (e.g., tracking the expected pairing of
malloc and free). Second, LIBSIG has not yet been tested
against large, complex applications. Although we believe it
would scale well to larger binaries, this evaluation remains an
important direction for future empirical study.

Software: LIBSIG is available in Zenodo [45]. An up-to-
date version is available at https://github.com/rimsa/LibSIG.
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APPENDIX
A. Abstract

This artifact reproduces the experiments conducted in
Section A docker container with scripts to rebuild the
paper results, perform the game and produce Figure [§
and Tables and automatically can be found in
https://doi.org/10.528 1/zenodo.17082032. The experiments are
separated in three stages. Stage 1 performs the runtime
evaluation of CoreUtils executing the baseline (no simulation),
LiBSIG RTLD version and the VALGRIND’s plugin version,
LTRACE, NULGRIND (VALGRIND with no instrumentation),
and CFGGRIND for all evaders (§V-A7). Stage 2 performs the
evaluation of BINDIFF. Stage 3 performs the evaluation of
ASM2VEC, SAFE, x86 histograms and CFGGRIND.

Additionally, the artifact contains a demonstration script to
showcase the claims made in Section [[I] regarding the behavior
of LIBSIG and LTRACE on Example |I| when different linking
strategies are employed, such as eager linking (§III-AT])), lazy
linking (§II-A2)), and runtime linking (§II-A3).

B. Artifact check-list

o Program: VALGRIND with LIBSIG and CFGGRIND, CoreUtils
v9.6, Obfuscator-LLVM, Khaos, GHidra, ASM2VEC and
SAFE.

« Compilation: clang-9, clang-16 and gcc-10.

o Binary: CoreUtils compiled binaries for all evaders. This will
be produced by the artifact scripts.

« Run-time environment: Any operating system that supports
Docker. The docker container uses Linux with an x86-64
architecture.

« Hardware: Any hardware that supports docker.

o Metrics: Accuracy compared to previous work (§V-B), runtime
comparison (§V-C) and runtime overhead (§V-D).

o Output: Figure [§| and Tables and that are generated
automatically.

« Experiments: Rebuild the results of the paper, perform the
game and produce the figures and tables.

+ How much disk space required: The docker image requires
~20.5Gb and the dataset requires ~4.5Gb.

« How much time is needed to prepare workflow: To build
the docker image requires ~4 hours.

« How much time is needed to complete experiments: To
run the experiments, we have observed the following times on
a typical 3.2GHz machine when using Docker: ~13 hours for
stage 1, ~6 hours for stage 2, and ~15 days for stage 3.

o Publicly available: LIBSIG is publicly available
at |https://github.com/rimsa/LibSIG| and the artifact is available
at https://doi.org/10.5281/zenodo.17082032 [43].

+ Workflow framework used: Docker.

C. Description

1) How delivered: Delivered via Docker, available through
Zenodo [435] (https://doi.org/10.5281/zenodo.17082032).

D. Installation
1) Download the artifacts from Zenodo [45]
(https://doi.org/10.5281/zenodo.17082032) and decompress it:
$ tar -jxvf libsig-artifacts.tar.bz2
2) Choose one of the following options:

« Use the dataset provided from our experiments. Decom-
press it by keeping the same user id used by docker.

$ sudo tar —--same-owner \
-jxvf dataset.tar.bz2

o Or, generate the dataset from scratch.

S mkdir dataset
$ chmod 777 dataset

3) Choose one of the following options:
« Build the image.
$ docker build --platform=linux/amdé64 \
-t libsig_image
e Or, use a prebuilt image.

$ bunzip2 libsig_image.tar.bz2
$ docker load -i libsig_image.tar

4) Run the container.

$ docker run --rm —-it —--name libsig_$$ \
-v ./dataset:/work/dataset libsig_image

E. Experiment workflow

From within the docker container terminal, you can choose between
the following commands.

o demo: Perform a step-by-step demonstration of LIBSIG.

o rebuild: Execute scripts to rebuild the results from scratch.
You can choose to rebuild a specific stage, for example:
rebuild stagel.

« game: Execute scripts to perform the game from scratch. You can
choose to game a specific stage, for example: game stagel.

« products: Execute scripts to generate the products of the
paper (figures and tables). You can choose to generate products
for specific stage, for example: products stagel.

If you do not wish to perform each command (rebuild, game,
products) separately, you can choose to run everything at once
with the following command.

e« everything: Execute rebuild, game, and products for
each of the three stages to perform the whole analysis.

Notice that every command is independent of each other. For
example, an evaluator may choose to run only the game on the data
we collected in our experiments by choosing the command game,
or game stagel to game only the first stage. If one wishes to
regenerate the entire dataset from scratch, use the everything
command which will run the rebuild, game and products for
each stage at a time. Thus, one will be able to evaluate the products
of each stage as it is completed.

F. Evaluation and expected result

After completion, everything produced can be found in the
following directories:

e dataset/binaries: the binaries generated for all evaders.

e dataset/results: all intermediate files produced from the
rebuilding process.

o dataset/games: all intermediate files produced from the
gaming process.

o dataset/products: Figure [§ and Tables [ITl] and
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